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1. About Service

Please note that the current manual handles the standard interface of the Internet banking service for
corporate clients of Faktura.ru. Depending on the partner bank and its features, the interface layout, links, e-
mail addresses and phone numbers may differ from those used in this manual. Please contact the Customer
service center of your bank for further information.

The Internet banking service for corporate clients Faktura.ru provides remote online banking services for organizations and legally
registered sole entrepreneurs. The service could be accessed from any suitable personal computer connected to the Internet,
anytime and anywhere in the world.

Features of the Internet banking service include

Viewing information and managing accounts (in all currencies), managing their rate plans, obtaining statements.

Logging into the service using certificate or login and password, confirming operations using electronic signature or
one-time password.

Creation of payment orders and demands, invoices for contractors, as well as contractor check-ups.

Creations of supporting, confirmation and other documents linked to currency operations. Carrying out operations
with currency and obtaining corresponding documents.

Maintaining the list of employees, creating/importing and sending to bank various registries and payment orders,
i.e. for salaries.

Import of documents, directories and registries (payment orders, currency transfers, payment demands, contract
registries). Templates for often used payments and transactions.

Carrying out operations with documents, including viewing, printing, deleting and exporting to various formats, as
well as revoking of documents.

Managing deposit products in various currencies, viewing and sending applications regarding deposits.

Managing loan products in various currencies. Viewing and sending applications regarding loans, including early
repayment.

Viewing information on corporate card, obtaining statements, ordering and closing cards, as well as setting limits
and other operations.

Exchange on non-payment documents with bank, receiving help from bank via chat. Receiving special offers from
partners of the banking service.

Keeping in touch with important dates using the accountant calendar.

Managing acquiring and performing cash-management.

Setting rules for using the banking service for your employees.

Using the banking service via the 1C:Enterprise.
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The Internet banking service for corporate clients complies with up-to-date information security requirements. The privacy of the
incoming and outgoing information is insured by means of implementing latest top-of-the-line encryption methods. These
methods substitute clientÕs hand signature on an electronic document. By following our simple security rules you minimize risks
typically associated with Internet banking.

You can also take advantage of the features of the Faktura.ru Business mobile application. To do this, download the application
from the App Store for iOS or from Google Play for Android. Links to applications are also available on the Internet Banking login
page ( see also ).

1.1. Terms and definitions

The Internet banking for corporate clients

The Internet banking service for corporate clients Faktura.ru allows managing bank ruble and foreign currency accounts in real
time from any personal computer with stable Internet connection.

E-document

An e-document is a document that contains certain electronic information, corresponds to the service format and is typically
signed by an electronic signature.

E-signature, enhanced signature

An electronic signature is a piece of information attributed to an electronic document, protecting it from forgery, obtained as a
result of information encryption by means of a signature key. A signature is used to identify the owner of the signature
verification certificate, as well as to confirm the integrity of information in an electronic document.

Signature key

A signature key is a unique character sequence, which combines a private key and a public key of a signature. It is used as a
substitute for a handwritten signature.

Signature verification key

A signature verification key is a unique character sequence directly connected to the signature key and used for signature
validation verification.

Owner of signature verification certificate

The owner is a person, possessing signature verification key in accordance with the procedure established by the Federal law.

Login

A login is a unique sequence of letters, numerals and characters that you use to access (to log into) the Service. Your login is
always used with your password.

Smart key dongle

A smart key dongle is a portable hardware-software device used for information encryption. It is designed to store a signature
key, a signature verification certificate and other information. Smart key dongles have protected memory, reading or copying
the data stored on the Smart key dongle is impossible ( Learn more ).

Password

A password is a secret letters and numbers combination used to access the private signature key or login. A password to a
signature key is issued by the bank.

One-time password

A one-time password is a password received in a text message (SMS). A text message is sent to the phone number stated in the
agreement with the bank. A one-time password substitutes clientÕs signature and is used to confirm clientÕs actions and
operations in the Internet banking service ( Learn more ).

Intermediary bank

An intermediary bank is a banking institution, managing payeeÕs bank account.

PayeeÕs bank

A payeeÕs bank is a banking institution, managing payeeÕs account.

Non-resident

A non-resident is a legally registered by foreign legislation legal entity or an organization that is not considered a legal entity, as
well as their branches, representative offices and other organizational units and departments, located either outside or inside
the territory of the Russian Federation.

Resident

A resident is a legal entity or sole entrepreneur as well as those located outside the territory of the Russian Federation and their
affiliated branches, legally registered according the Russian Federal law.

Internet banking service for corporate clients 1.1. Terms and definitions | 2

https://business.faktura.ru/f2b/faq?article=1-1


Currency operations

Currency operations comprise a list of operations set by section 9, article 1 of Federal law ! 173-FZ of the Russian Federation
ÇConcerning Currency Regulation and Currency ControlÈ of December 10, 2003 (Ç"#$#%&'()*+ ,&-.) ! 173-"/ Ç0 1&'23).4
%#56'7%.1&)77 7 1&'23).4 -.)3%.'#È .3 10.12.2003 5.).

Licensed forex bank

A licensed forex bank is a banking institution established according to the laws of the Russian Federation and possessing
permits to execute foreign currency transactions under the License of the Central bank of the Russian Federation. Branches of
banking institutions registered according to foreign legislation and licensed to execute foreign currency transactions can also
perform as licensed forex banks.

Certificate

A certificate is a unique electronic credential, which helps to determine the identity of its owner. A certificate is used for user
authorization, as well as for signing and sending documents.

Private key of signature

A private key of a signature is a signature verification key or a private encryption key.

Public key of a signature

A public key of a signature is a signature verification key or a public encryption key.

1.2. Hardware and software requiremnets

The following hardware and software requirements should be met in order to use the Internet banking service without
complications:

A personal computer running Windows 7, 10 or A Mac computer running Mac OS 10.14 (Mojave),
10.15 (Catalina) or 11 (Big Sur)

Please note : Windows XP SP3 and 8 are not supported

a stable Internet connection;

a Smart key  or a certificate file

Latest version of Google Chrome, Yandex.Browser or Microsoft
Edge. or Latest version of Google Chrome for Mac OS.

In order to access the Internet banking service via a remote server the server PC needs to run a server OS, for instance Windows
Server 2003, 2003 R2 or 2008 R2, etc. If the server PC runs a user OS, the remote access to the Service will not be possible.

Ê

Additional information also available at:

¥ For Windows

¥ For Mac OS .

1.3. Getting started

If you are planning to log into the Internet banking service using a certificate in a file  or a certificate on a Smart key dongle , please
perform a preliminary setup.

For Windows:

1. Visit the link:< following link .

2. If you are using the version 42 or above of Google Chrome browser, click the corresponding link and install the extension.

3. Click Ç8-&9&3( :%.5%&44).# .;#<:#9#)7#È.

4. Save and then launch the Installation wizard Ð Ç InternetBankSetup.exe È.

5. Follow the on-screen instructions in the setup window.

For Mac OS:

1. Go to link:< the following link .

2. Click the link in section 2 and install the extension for Google Chrome browser.

3. Make sure you have JAVA 8 installed.

4. Click Ç8-&9&3( :%.5%&44).# .;#<:#9#)7#È.

5. Save and then launch the Installation file Ç InternetBankSetup.dmg È. Follow the on-screen instructions in the setup
window.
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1.4. Questions and answers

You can find help and answers to popular questions using the following link:< link  (information is provided in Russian).

This section is available:

¥ On the login page.

¥ On any other page after logging in by pressing the symbol  = ÇQuestions and answersÈ.
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2. Log in procedure
The log in procedure can be performed using:

¥ Certificate file

¥ Certificate on a Smart key dongle

¥ Login and a password

Please note that you need to have an additional software utility  installed on your machine to log in with a
certificate.

We advise you to reed the security recommendations on the login page prior to working with the banking service.

2.1. Log in using certificate file

1. Plug in a medium containing your certificate.

2. Go to https://business.faktura.ru/f2b/  page.

3. Choose ÇFileÈ from the drop down menu on the login page.

4. Click the ÇBrowseÈ button and choose the folder containing your key
(default file name and extension Ð prv_key.pfx) to specify a folder containing
the certificate.

5. Click the ÇLog inÈ button.

6. Enter the password to your key. It is recommended to use the pop-up on-
screen keyboard for maximum security, as some types of malware might
capture and record keys pressed on your keyboard.

2.2. Log in using certificate on a Smart key dongle

1. Plug in a Smart key dongle containing your certificate.

2. Go to https://business.faktura.ru/f2b/  page.

3. Choose ÇSmart keyÈ from the drop down menu on the login page.

4. Click the ÇLog inÈ button.

5. Enter the password to your certificate on the Smart key dongle. It is
recommended to use the pop-up on-screen keyboard for maximum
security, as some types of malware might capture and record keys pressed
on your keyboard.

2.2.1. Log in using certificate via SafeTouch

Please note that the SafeTouch device can be used in the Faktura.ru banking service only with GOST (!"#$)
USB Smart key dongles (learn more about types of Smart key dongles ).

The SafeTouch device is a reader device for USB Smart key dongles that provide maximum level of security by showing key
information on a document being signed on a device display.

The log in procedure when using the SafeTouch device visually is not in any way different from logging in with just the Smart key
dongle.

Read more about signing documents using SafeTouch .
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2.3. Using login and password

1. Go to https://business.faktura.ru/f2b/  page.

2. On the login page, click ÇBy login and passwordÈ.

3. Enter your login and password into the corresponding fields.

4. Click the ÇLog inÈ button.

Please note that the Çf2bÈ prefix that is needed to log in, is already
indicated and cannot be edited.

The login and password authentication in the Internet banking service simplifies the authorization process, as well as allows using
the Service on a tablet or on a smartphone (learn more in the ÇMobile version of the Internet banking service for corporate clientsÈ
user manual by visiting the link:< link ). Also, you do not need to install additional software when logging only with a login and a
password.

Information and transactions security is insured by means of one-time passwords received in a text message (SMS) that
substitutes clientÕs signature. Also, depending on the bankÕs security rules, you might be asked to enter a one-time password from
a text message (SMS) while logging in the service via login and password.

2.3.1. Mandatory change of temporary password

For security reasons upon first login you are required to change the temporary password provided by the bank to a new
permanent password.

The first log in procedure is almost the same as the log in procedure . An additional mandatory step is entering a new permanent
password. Please perform the following steps:

1. On the password changing window carefully read recommendations for
creation of permanent password.

2. In the Çtemporary passwordÈ field indicate you temporary password
provided by the bank.

3. Come up with a new password and enter it in the ÇNew passwordÈ and
ÇRepeat passwordÈ fields.

4. Click the ÇChangeÈ button below.

2.3.2. Password recovery

You can recover lost or compromised password to your Internet banking service account. Depending on the partner bank, you
might need to contact bank personally or be able to reset password manually.

To recover your password to Internet banking service account, please perform the following steps:

¥ On the login page, click ÇForgot password?È.

¥ Enter your login and your organizationÕs TIN(INN) into the corresponding
fields.

¥ Enter one-time password from text message (SMS).

¥ Additionally enter the code word and/or the third group of digits of your
corporate cardÕs number.

¥ Enter your new password twice.

¥ Click the ÇReturn to login pageÈ button.

2.4. E-mail address settings

You may be asked to enter your e-mail address to enable notifications via e-mail if you didnÕt indicate it prior and if you are
designated person of the organization. E-mail notifications can inform you about logging into the Service or mobile application,

Internet banking service for corporate clients 2.3. Using login and password | 6

https://business.faktura.ru/f2b/
https://business.faktura.ru/f2b/faq?article=1-1>


sending payments to the bank and changes in document statuses.

Depending on the partner bank, refusal to indicate the e-mail address as well as enabling notifications via SMS may not be
available. You will not be able to continue working in the Service without indicating the E-mail address.

2.5. Selecting rate plan

If you have a new account under management or you log in the Service for the first time, you may asked to select a rate plan (if
you have corresponding rights to manage the account). You will not be able to continue working in the Service without selecting
the rate plan (Learn more about rate plans ).

If the validity period for a rate plan has expired on one or several accounts you will see a corresponding message while logging in
the Service.

Internet banking service for corporate clients 2.5. Selecting rate plan | 7



3. Navigation in the Internet banking service
Using the side menu and the top panel grant the access to the main features of the banking service.

Side menu can include following sections:

¥ Main page

¥ Marketplace

¥ PartnerÕs offers

¥ Payments in rubles

¥ Currency operations

¥ Deposits

¥ Loans

¥ Corporate cards

¥ Salary contracts

¥ Acquiring

¥ Invoicing

¥ Payment demands

¥ Email and documents

¥ Cellular

¥ Directories

¥ Security

¥ Contacts

¥ Cash pooling

Top panel can include:

¥ Link to main page
(by clicking the logo)

¥ Payment order creation

¥ Payment order creation using template

¥ Contractor check-up

¥ Organization selection
(if you have rights in several organizations)

¥ Profile menu

¥ Bank contacting

¥ Chat

¥ Exit from the service

By clicking the icon  the profile menu is available, including:

¥ User settings

¥ Tutorial

¥ Manuals

¥ Questions and answers

¥ Settings for visually impaired

¥ Language change
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4. Main page
Main page is opened by default upon logging in and includes the following:

Sections:

¥ Dashboard displaying important
documents

¥ Accounts and organizations

¥ Operations history

¥ AccountantÕs calendar

¥ Rates and news. You can select currency
rate in the Ç Currency rates È) section.

The following actions are available for accounts:

¥ View statements

¥ View incomings

¥ Balance control

¥ Rate plans

¥ Export  and printing

4.1. Dashboard

Dashboard is available at the top of the page and includes information about the amount of:

¥ Documents awaiting signing

¥ Returned documents

¥ Information on currency supply

¥ Important documents from bank

Click the block to open the corresponding list of documents.
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4.2. Accounts and organizations

Here you can view all organizations and connected accounts. The displayed information includes:

¥ Account icon:

!  - Active account

!  - Transit account

!  - Investment account

!  - Closed account

!  - Restricted account

!  - Closed account. To view closed accounts move the cursor to the ÇClosed accountsÈ line and click ÇShowÈ

¥ Name, number, rate plan and information about unconfirmed balance

¥ Balance and placed balance as well as amount on all passive and active accounts.

Use the icon  to switch between full and short display of information.

Context menu  includes the following options:

¥ Account information

¥ Request for statement update

4.2.1. Account information

To view account information click the  icon and select ÇAccount informationÈ.

Here you can :
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¥ Change account name

¥ Print details

¥ Export details in PDF or HTML

¥ Send details to e-mail

¥ View details for operations in rubles and currency

¥ View account restrictions if present

¥ View current/planned balances and amount of
prepared, sent, received documents as well as
documents in the registry

¥ Amount of available funds as well as on corporate
cards and available limits

Displayed information depends on the type of the account

Planned balance includes only documents created in the Internet banking service and does not include
documents from other sources.

4.2.2. Balance confirmation

If you have unconfirmed balances you will be notified about them upon login.

Click the  icon to skip conformation.

To confirm balance:

¥ Select one of the accounts in the balance confirmation window.

¥ Click Ç  The balance awaiting conformation of dd.mm.yyyy.È under account number on the main page.

Click ÇConfirmÈ on the opened page.
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4.3. Operations history

This section includes the list of operations - up to 10 latest operations on all accounts for selected period (last 7 days by default).
Here you can:

¥ Select accounts (select by currency type or single account)

¥ Select only incoming or outgoing payments

¥ Filter documents by date

¥ View document print version by selecting the operation or clicking the  icon

¥ Create invoice , by selecting ÇIssue an invoice to a contractorÈ in the context menu  of the incoming payment

¥ Repeat payment, by selecting ÇRepeat operationÈ in the context menu 

¥ Click the ÇSee the full statementÈ link to view statement  for selected accounts.

¥ Click ÇShow graphÈ to view dynamics and ongoing and outgoing operations.

4.4. AccountantÕs calendar

AccountantÕs calendar allows you to view important dates so can send documents to government facilities in time.

Click the  icon to setup the calendar. If several organization are available, calendar can be set up individually for each
organization.

By default the calendar is minimized and shows only the nearest upcoming date. Click the  icon to switch to the expanded view.
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The expanded view shows current and two next months with highlighted important dates. Calendar also shows deadlines for
presentation of information of payments to government facilities.

Calendar is updated on the 1st of January of every year.

4.5. View statement

You can view statement for one or more accounts:

¥ Statement for one account

! Click an account from the list on the main page to open its statement.

¥ Statement for several accounts

! Click ÇStatementÈ  above the list of accounts

! Select one or more accounts on the next page
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! You can also select order, period and additional details to be shown

! Click ÇShowÈ in the lower right corner

! The next page will display short information of incomings and outgoings of selected accounts. Select an account to
view full statement.

! The window with statement will open

The following actions are available on the instrument panel:
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¥ Refresh data

¥ View payment order

¥ Add Payer/Payee details to contractor directory

¥ Create response payment

¥ Request statement update in bank

¥ Copy

¥ Print and export  statement or selected operations

You can also:

¥ Change the previously selected period.

¥ Filter data.

The display of the following information can be set up:

¥ contractor banking information

¥ document date

¥ valuation operations

¥ payment purpose

¥ currency cycle (for currency accounts)

4.5.1. View document in statement

To view payment order double click it or click the  icon on the instrument panel. Here you can:

¥ Add Payer/Payee details to contractor directory

¥ print or export  the document

Click the  icon in the upper right corner to go back.

4.5.2. Response payment

Some operations in the statement allow you to create the response payment. In this case the original contactor will be selected as
a payee. Select the operation and select ÇAnswerÈ  on the instrument panel to create payment with pre-filled fields.

More abount creation of payment orders  and currency operations .

4.5.3. Update statement

To update statement:

¥ Click the  icon next to account on the main page and select ÇRequest statement updateÈ.
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¥ Click the ÇRequest a statement update in the bankÈ  button on the instrument panel when viewing a statement.

Fill in the form by specifying the period. For MT940 statement check the corresponding box.

Click ÇRequestÈ to sent the document to the bank.

4.5.3.1. Update history

Click the ÇList of updatesÈ on the statement page to view the history of requested and saved statements. Here you can also create
and send statement update request.

The page includes:

¥ Formed statements and requests for statements

¥ Information about statement period

¥ Date of creation

The following operations are available on the instrument panel:

¥ Page data refresh

¥ Statement update request

¥ Account activity report

¥ View document

¥ Printing and exporting
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4.6. View incomings

You can view incoming for one or more accounts:

¥ Click the ÇIncomingsÈ  button above accounts

¥ On the next page select accounts and period

¥ Incoming for selected accounts and period will be displayed

Here instrument panel includes following operations:

¥ Update data

¥ View document

¥ Print and export

You can also:

¥ Change previously selected period.

¥ Filter data.

4.7. Balance control

To view planned balance of all prepared, sent and received by the bank payment orders, click the Ç Control È  button above the
accounts.

Page example:

The page displayed the list of accounts with the following information: account name and number, planned and current balances,
amount of prepared, sent and received documents as well as amount of documents in the registry.
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Planned balance includes only documents created in the Internet banking service and does not include
documents from other sources.

4.8. Rate plans

By clicking the Ç Rate plans È  button above accounts you select rate plans for your accounts and send applications to change
rate plans.

To send an application:

1. In the Ç Rate plans È section select an account. You cannot select an account which has an application being processed.

2. Select rate plan and click ÇActivateÈ.

3. Sign and send an application.

Rate plan will be changed only after the application is approved by the bank. New rate plan becomes active on the first day of next
calendar month. Click the ÇApplicationsÈ button in the upper right corner to view sent applications.

4.9. Export information

Account information can be exported as HTML by clicking the Ç Export È  button above accounts.
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4.10. Print information

Account information can be printed by clicking the Ç Print È  button above accounts.

4.11. Online currency rates and exchange

Please note, that this feature may not be available by default for all banks and/or activated for clients. Please
contact your bank to check the availability of this feature.

This feature allows to track the changes in currency rates in real time and to exchange currency using these rates. These currency
rates can be viewed on the top panel  on all pages of the Internet banking service.

Point the mouse cursor on the corresponding block on the top panel to view detailed information. Click the ÇExchange currency
buttonÈ in the opened window to exchange currency online  using current online rate.

4.12. ÇWhite accountingÈ service

Please note, that this feature may not be available by default for all banks and/or activated for clients. Please
contact your bank to check the availability of this feature.

The ÇWhite accountingÈ service monitors the financial activity of your organization in accordance with N 115-FZ federal law. As a
result the service displays the risk of blocking of organizationÕs accounts in form of indicators and provides recommendations on
how to improve them. Please note that the service analyzes operations made during last 90 days.

Click ÇOpen recommendationsÈ to view them. If the service is not activated, here you can also send an application for activation.
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5. Working with documents
Main section of the banking service allow to perform operations with documents using the instrument panel . Depending on the
operations, documents assume the corresponding statuses .

5.1. Document statuses

Documents can assume one of the following statuses.

Depending on the you bank, some statuses may not be available or be displayed in the Internet banking
service.

Prepared document

¥  Prepared  Ñ created but not yet signed document.

¥  Signed  Ñ document is signed and can be sent to the bank or awaits more signatures.

¥  Under confirmation  Ñ document can be sent to the bank after additional approval.

Sent document

¥  Sent to the bank  Ñ document is sent but not yet received by the bank.

¥  Delivered to the bank  Ñ document is delivered to the bank.

¥  Accepted by the bank  Ñ document is accepted by the bank.

Delivered document

¥  Being verified  Ñ document is being processed.

¥  On control  Ð document requires additional approval.

¥  In the registry  Ñ not enough funds.

¥  Partial paid  Ñ partially paid document placed in registry.

¥  Processed  Ñ document is processed by the bank.

Returned document

¥  Denied  Ñ document is denied by the bank.

¥  Returned  Ñ document was returned by the bank or upon user request.

¥  Deleted  Ñ document was deleted by the bank.

Document from the bank

¥  New  Ñ not yet viewed new document from the bank.

¥  Viewed  Ñ viewed document from the bank.

Click the document status to view status history.

5.2. Operations with documents

The following operations can be applied to documents based on the section of the banking service:

¥  Update the list of documents

Allows to update page date without refreshing the whole page.

¥  Create new document

Document or list of documents available for creation depend on the section of the Internet banking service.
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¥  Create new document based on template

Some sections of the Internet banking service allow creation of documents based on previously saved templates.

¥  Sign and send document

ÊÊÊÊÊÊAs well as batch document signing .

¥  Revoke document

¥  Create response document

¥  View document

¥  Copy document

¥  Edit document

¥  Delete document

¥  Print

¥  Export

¥  Archive

¥ Filtering

To apply an operation select the document from the list by checking the corresponding box.

5.2.1. View document

To view a document in most sections of the banking service:

¥ Double click it

¥ Check the box  and click the  icon on the instrument panel

Document printing form may include certain operations depending on the section and document type.

5.2.2. Document creation recommendations

If you have accounts in several banks you may be required to select the bank before creating the document.

Depending on your bank some fields can be missing, be automatically filled in or be unavailable for editing. Some fields allow you
to select values from corresponding directories .

Click ÇSaveÈ to save the document for further editing, or ÇSendÈ to sign/send the document. It will be check for correctness of
entered data:

¥ Mandatory fields that are not filled in or fields containing error are colored in red . Documents with such fields cannot be
sent to the bank.

¥ Orange  fields indicate possible mistake. Documents with such fields can be sent to the bank.

Some documents allow files to be attached to them. To do so click the corresponding area to select files or simply drag them onto
it.

¥ Most documents allow attaching one file with maximum size of 50 MB. To attach multiple files, place them in archive and
attach it to the document.

¥ Information of the foreign currency operations , Supporting documents certificate , Payments in foreign currency  and some
applications  allow attachment of up to 10 files with total maximum size of 200 MB.

Please note that some types of files cannot be attached, i.e. *.exe, *.docm, *.xlsm, *.pptm. You can request the full list of prohibited
file types in your bank.

5.3. Create documents using templates

Some sections of the banking service allow to save documents as templates.

To create document based on template:

¥ Click ÇFrom templateÈ  button on instrument panel. A window with available templates and search option will appear.
Click the template to use it.

¥ Click ÇTemplatesÈ  on the top panel on any page of the banking service to create payment in rubles  based on template.
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You can also click ÇEditÈ, to view the list of templates where you can change their names or delete
them.

¥ Select template from the list on the document creation form.
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5.3.1. Saving, signing and sending document

In most sections of the Internet banking service you can:

¥ Save and sign/send document.

¥ Sign/send previously saved document.

The option to send the document depends on the amount of required signatures:

¥ If only one signature is required, the document will be sent to the bank directly after signing it. It can be found in the list of
documents in status  ÇSent to the bank È.

If the document allows to set future date of sending, it will be available in the list in status ÇAwautingÈ
 until specified date.

¥ If the document requires several signatures, it will be available in the list in status  ÇSigned È awaiting other signatures.

To sign a document:

¥ Click ÇSignÈ in the opened window if you logged in using certificate.

¥ Click the button on the SafeTouch if its being used. See more .

¥ Enter one-time password if you logged in using login and password. See more .

You can also sign multiple documents at once. See more about batch document signing .

5.3.2. Signing via SafeTouch

When signing document via SafeTouch, the key details of document are displayed on the device, not computer.

To sign the document press the  button on the device, to decline signing press the  button.

5.3.3. Signing documents with one-time password

You require one-time password to sign documents when you log in using login and password.

One-time password are sent to the phone number indicated in the bank agreement. Validity period of one-time password is 10
minutes.
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Do not disclose one-time passwords to anyone, even bank employees!

5.4. Batch document signing

Batch signing  allows you sign and send multiple documents at once. It is available for documents in rubles and other currencies,
regardless of used login method.

To start batch signing select several documents in statuses  ÇPrepared È and/or  ÇSigned È, then click the  ÇSendÈ /  ÇSignÈ
button on the instrument panel.

The batch signing window will open:

¥ If you logged in with certificate press the sign button to send all the documents to the bank.

¥ If you logged in using login and password, you will receive message with one-time password and package ID. Compare the
ID with the one displayed one the computer. To send documents to the bank enter the one-time password.
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If the selected documents belong to different organizations/banks, they will divided into corresponding
groups, each requiring separate signing.

5.5. Revoking documents

Some documents can be revoked by clicking the ÇRevokeÈ  button on the instrument panel.

Only documents in following statuses can be revoked:

¥  Accepted by the bank

¥  Delivered to the bank

¥  In the registry

¥  Processed

To revoke a document click the  ÇRevokeÈ button on the instrument panel. You may be required to specify the revoke reason.

5.6. Creating response document

You can create answers to some documents by clicking the  ÇAnswerÈ button on the instrument panel.

5.7. Copying, editing and deleting documents

You can copy any document by clicking the  ÇCopyÈ button on the instrument panel. New document will have its fields filled in
based on the original document.

You can edit  ÇPrepared È document by selecting it and clicking the  ÇEditÈ button on the instrument panel.

You can delete one or more documents by selecting them and clicking the  ÇDeleteÈ button on the instrument panel. Deletion
is available for documents in statuses:

¥  Prepared

¥  Signed

¥  Under confirmation

¥  Awaiting
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5.8. Printing and exporting documents

To print one or more documents select them and press the  ÇPrintÈ button on the instrument panel.

Click the  ÇExportÈ button to export document. Some documents allow you to select the export file format.

Printing and exporting is also always available on the printing form of a document.

5.9. Archiving documents

You can archive documents in statuses  ÇProcessed È,  ÇReturned È 7  ÇDeleted È to remove them from the main list of
documents.

To archive select one or more documents and click the  ÇArchiveÈ button on the instrument panel.

You can also archive all documents in selected at once by clicking the  ÇArchiveÈ button and selecting ÇBatch archiveÈ.

To view and unarchive documents visit the archive by clicking the ÇArchiveÈ button above the instrument panel and follow the
same steps on the instrument panel.

5.10. Document filtering

Most sections of the Internet banking service allow to filter documents by a set of parameters. Click a column to quickly reorder
documents or click the ÇFilterÈ above the instrument panel to access advanced filtering settings.

5.11. Importing documents and registries

You can import the following types of registries:

¥  Payment orders

¥  Currency transactions

¥  Payment demands

¥  Contractor registires

To start importing click the ÇImportÈ  button above the instrument panel in one of the following sections:

¥ ÇPayments in rubles È

¥ ÇCurrency operations È = ÇPayments in foreign currency È

¥ ÇPayment demands È
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¥ ÇDirectories È = ÇContractors for payments in rubles È

¥ ÇDirectories È = ÇContractors for payments in foreign currency È

Click ÇImportÈ  on the instrument panel and select the type of imported documents.

1. On the import page select file to imported from your computer by clicking  ÇAttachÈ.

Maximum size of file is 50 MB. To attach multiple files, archive them.

Imported registries can have the following statuses displayed in the list of registries:

¥  Sent  Ð registry uploaded and ready to be processed

¥  Being processed  - await registry to be processed

¥  Processed  Ð registry was processed without errors

¥  Processed with errors  Ð registry was processed with errors

¥  Failed  Ð failed to process registry
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6. Contractor Check-up

Please note that depending on the partner bank contractor check-up feature may not be free. Please contact
the Customer service center of your bank for further information.

The Faktura.ru Service in cooperation with Ç>.)36%.".-6<È system provide the Service for automated contractor check-up directly
from the interface of the Internet banking service.

The check-up is performed by filling in the contractorÕs TIN(INN). The check-up is available from:

¥ A payment order form (except payments between own accounts to individuals)

¥ A form for adding contractor to directory

¥ By clicking the ÇContractor check-upÈ  button on the top panel.

The analysis results are formed in express-report and can be used to make decision on further interactions with the organization.
Facts regarding the reliability level of the checked-up contractor are indicated with the use of categories marked with
corresponding colors (learn more in the Ç Categories of checked-up contractors È). The detailed information on contractor is
available in the detailed report (learn more in the Ç Detailed report È chapter).

6.1. Categories of checked-up facts

Facts and information about contractorÕs reliability are indicated by categories marked with corresponding colors. Any checked-
up organization may have one or more of the following assigned categories:

Red category . This category contains information indicating that the organization is already terminated or might be terminated
soon.

Yellow category . This category provides information on organizations, which require close attention. For example, the CEO of the
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organization has recently changed, there are enforcement proceedings on overdue salary in process.

Green category . This category contains facts which indicate a positive trend in organizationÕs growth or a number of other positive
signs. For example, in the last 12 months the organization has won government contracts, obtained licenses, etc.

Gray category . This category is reserved for those organizations that either have no substantial information in the database, or
cannot be found, or the search resulted in an error. The detail report on this category is unavailable.

Description of the assigned category can also be viewed by hovering the category sign over with a pointer.

6.2. Detailed report

The detailed check-up report allows you to review more information about the checked-up contractor, as well as the sources of
information, and make the final decision on the partnership. Please note it is available only in Russian.

The report page with detailed report contains the information about the checked-up organization: full legal name of the
organization, its current status (operating enterprise, in process of termination, terminated, etc.), business segment of the
enterprise, TIN(INN), KPP and OGRN numbers, date and address of organizationÕs registration, senior management data, as well as
other relevant factors from other categories.
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7. Marketplace
The ÇMarketplace È section contains bankÕs products and services that are available for activating from the Internet banking
service. You can also send applications for activation of some of these products from this section.

Each of the cards represents a category of products/services or the product/service itself. Click on the card to learn more. The
window with detailed information on product or service will open.

7.1. Open API

The banking service is integrated with ERP system using API, allowing following actions outside of the web interface:

1. Authentication using login and password

2. Operations with payment orders:

! Status update

! Saving payment order to legal entity

! Saving tax payment order

3. Operations with accounts:

! List of available accounts

! Account information

! Account operations

You can learn more about API using the link .
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